Security for Auxiliary Services Conputers

In today’s world conputer security is a matter of utnopst inportance. Society
has come to depend on the conputer for many day to day functions, such as E-
mail, web surfing, adnministrative tasks, and nany other functions. Wen a
conput er has been conpronised it may have an inpact not only on the user, but
on everyone associated with the user. By following the steps below you will
be able to hel p keep your conputer safe.

Passwor ds:

A password is one of the nobst inportant steps in keeping your conputer
secure. It allows only you to login to your account. |f your password is
sinple or shared with others you have decreased your computers security.
Anyone that has your password will be able to logon to the conmputer. |In doing
so, who knows what they are doing when they are on it. |If a hacker can get

past your password they not only have access to your conputer, but to the
ot her resources that you have access to.

A secure password is one that involves not only nunbers and letters, but also
characters such as ! @$. Passwords are al so case-sensitive, which neans that
“passwor d” does not nean “PaSsWRd”. A good password should be no | ess then
ei ght characters. It should not include any words fromthe dictionary and
shoul d not be anything that identifies you personally, such as a pet’s nane.
DO NOT USE YOUR NAME. Renenber the password allows you to access not only
your conputer, but also the resources it’'s connected to. It is also a good

i dea to change your password if you tell it to soneone or have used it for a
f ew nont hs.

Sone sinple rules of thunb

Some sinple guidelines that will help you choose better passwords are:

A password shoul d be a minimum of eight characters |ong.

e Try to use a conbination of nunbers, letters, and punctuati on marks.

e Use nixed case passwords if possible.

e Choose a phrase or a conbination of words, that nake the password
easier to remenber.

e Do not use a word that can be found in any dictionary (including
forei gn | anguage dictionaries).

e Do not use a keyboard pattern such as gwertyui or oeuidhtn (look at a
Dvorak keyboard).

e Do not repeat any character nore than once in a row |like zzzzzzzz.

e Do not use all punctuation, all digit or all al phabetic.

e Do not use things that can be easily deternined such as:

o Phone nunbers.

Car registration.
Friends' or relatives' nanes.

Your name or enploynent details.
0 Any Date.

e Never use your account nane as its password
e Use different passwords for each nachine.
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Change the password regularly and do not reuse passwords.
Do not begin or end a word with a nunber or punctuation nmark
Do not reverse words.

Do not replace letters with simlar |ooking nunbers. For instance, all of the
letters i should not be blindly replaced by the digit 1.

Exanpl es of how to construct good passwords

So now that typical bad passwords have been di scussed, howis a good password
constructed? Try combining two or nore words together or taking the first (or
second or last) letter of each word in an easily renenbered phrase. Then
mangl e the result by adding capitals, digits and punctuation characters. As
an extra neasure, control characters can also be introduced.

Sonme exanples of using nmultiple words with punctuation

Here is a pair of good exanples of using multiple words:
gt % 0st! - got |ost!

heLP4nme$ - help for me (noney)

And here is a bad one:

TOget her - to get her

Sonme exanpl es of using a phrase

Here are three good exanpl es of using phrases:

rskKfOnyH - Rai ndrops keep falling on my head.

wru2rxy? - Who are you to ask why.

bW I so3! - Beware the ides of March!

And here is a bad one:

Aaaaaaaa - Al ways assert an anbi guous axi om and argue aggressively.

As a final note, all the sanple passwords listed in this article are now
known, and should not be used by anyone.

You should not wite down your passwords. |If you feel that you will forget
the passwords and do need to wite them down, do not |eave them near the
conputer. Place them sonepl ace safe such as your wallet or purse

There are different | evels of passwords. Sonme have to be installed or
enabl ed before you will be pronpted to enter them There are power-on
passwords (Bl OS passwords) that you are required when you turn on or restart
the conputer. There is also your wi ndows | ogon password which is required to
login to windows. Additionally you may need passwords for administrative
programs such as Banner or Qui ckBooks. Each of these passwords shoul d be
different. Know ng one password should not let a person into everything you
use.



Protecting your conputer with a BIOS password allows only the person with the
password to start or restart the conputer. A second step is to set the BICS
so the conputer can not be booted from any other device than the hard disk
drive. Please contact the ResNet Hel pdesk @929 to arrange for help in
securing your BIOS

Your W ndows password allows you to login to your user account. This allows
access to your network shares/resources and any progranms you use. It also
al l ows access to any adm nistrative prograns such as Banner and CSGol d.
These prograns al so require usernanes/passwords, however they should have
especially protected passwords as they access confidential information such
as student |D nunbers.

Oper ati ng System Updat es:

To ensure your conputer is up to date, open Internet Explorer and choose

"W ndows Update" fromthe Tool nenu. When the update site appears click
express install. Wndows updates will search for updates your conputer
needs. Once it has scanned your conputer you will need to press the “Instal
Updates” button. Updates also help to stop the spread of viruses and
hacki ng

As a precaution, ResNet sets up all new conputers (and many ol der systens)
wi th AutoUpdates turned on. Your conputer will automatically downl oad the

new updates and tell you that they are ready to install. |If you notice a
“bal | oon” pop-up next to the clock on the conputer telling you new updates
are ready to install, please take the tinme to install these imediately as it
will save time in the long run

Firewal | s:

Afirewall is a barrier between your conputer and the rest of the Internet.

Its purpose is to keep vul nerable ports closed to the rest of the world. An
open port allows access to your conputer that nany viruses and hackers can
take advantage of. Once a virus has infected your conputer it may use the
conputer to spread fromit. A virus might also open ports that make the
conput er accessible to the outside world and to a hacker just waiting to
exploit the situation.

To enable the Wndows firewall, click on the start nenu and then on Contro
Panel (which might be located in the settings nenu). Double click the
“Wndows Firewal|” control panel and check to see that “on” is sel ected.

ResNet has depl oyed a hardware firewall to protect server functions. This is
a basic security neasure ainmed at protecting the databases and server data
from attack.

Vi ruses:

Make sure that your virus scanner is up-to-date and is set to update
automatically. This can be done by clicking on the Start Menu, clicking on
Programs, choosing the Network Associ ates Fol der and choosing "VirusScan
Consol e". Confirm "AutoUpdate"” is set to "Daily" and the tine is a tine your
computer will be on. |If you need to adjust the tinme double click



"Aut oUpdat e" and choose schedul e, then choose the schedule tab. Make sure
that "Schedul e Task" is set to daily and that the "Start Tine" is a tine your
conputer will be powered up. dick "OK'" until you are back to the VirusScan
console. Right click on "AutoUpdate" and choose "Start".

Once the virus scanner is updated, it is a good idea to run a virus scan
every once in a while to keep your conputer clean. Wile still in the
Virusscan console right click "Scan All Fixed Di sks" and choose start. Right
before you head out to lunch would be a good tinme to run this process as it
does use up |ocal systemresources.

Adwar e/ Spywar e:

Adwar e/ Spyware are prograns that are installed on a conputer usually w thout
your know edge. These prograns are often installed either as the "cool new
progran’ you found and want to use, or they are installed with the program
Programs such as Hotbar, Precison Tine, Watherbug, and Wbshots just to nane
a few are not only spyware, but they al so sl ow down your conputer and the
network. These progranms may not only use many of your system resources,
causi ng your conputer to becone slow, but they may al so cause nmali cious
damage to your conputer. In sone cases they nmay even be able to steal data
or track the things you do. Cetting one of these prograns is as easy as
opening a web page that is designed to lure you into believing you need the
program on your conputer. There are prograns desi gned to conbat
Adwar e/ Spyware. A program | oaded on your computer called Spybot Search and
Destroy will help in the renoval of these types of prograns. Spybot also has
the ability to i mmuni ze agai nst spyware. Please contact the ResNet Hel pdesk
@929 with any spyware questions.

Fil e Shares:

Sharing docunentation with your coworkers is great; however, you should not
share the information directly fromyour conputer. Using your computer to
share files can open your systemto many security risks, such as playing host
to viruses. The best course of action is to use a secure file share area
that has nost |ikely been set up for your departnent already. Note that
files stored on the servers should be work related. |f you wish to share
your photos of your Florida trip E-mail themto the person you wi sh to share
them with.

File sharing programs also referred to P2P progranms (Kazaa, Mrpheus,
Limewire, WnMX, just to name a few) should not be installed on any system
Sure free music, novies, prograns sound great, but they are not free. Wen
you use these programs not only are you stealing fromsoneone that has put a
lot of tinme and effort into their work, but you are al so opening your
conputer up to possibly let themview your files. It can also allow a gateway
to allow other people not affiliated with MSU to use val uabl e canpus
resources. Also many of the P2P prograns include spyware/adware which may

af fect the performance of your conputer. These prograns nay also lead to
serious legal issues not only for you but for the university as well.

Sof t ware Licenses:



Most software is not free. Your conputer should only have legitimte
progranms running on it. Software conpanies expend a lot of time and noney to
devel op their prograns. Just because you have the CD and a key does not nean
you may use it on as nmany conputers as you wi sh. Wen installing a program
pl ease ensure that you are staying within the original |icense agreenent.

Soci al Engi neeri ng/ Hackers:

Bewar e of anyone that would call and ask for your password. A question you
need to ask yourself is, "Why do they need it?" |If you are convinced that

t he person genui nely needs the password, |et them know you will call them
back. Get their name and department and verify against the staff directory
t he phone nunmber for that person. This is also inmportant when dealing with
E-mail. Many spamers will send you information pretending to be with a rea
conmpany to try and get your information fromyou. Say for instance you
receive a notice fromyour bank saying they need your usernanme and password.
There is no reason what soever they should need this password. They have it
intheir system E-mail addresses can be phony. |If you receive any type of
nessage for information, confirmthat it is legitimate by calling a nunber
you have on file.

A ploy used by scamartists is called “phishing”. It is the art of sending
an E-mail that appears to cone froma legitimte source such as your bank
Oten times the E-mail will say sonething Iike “Your account information
needs to be updated! dick here!” Wen you click the link it directs you to
a site that soneone has set up to capture your usernane and password and any
ot her information you provide. The best way to avoid these situations is to
call the institution requesting the information and verify with a
representative the legitimacy of the E-mail. Mdst banks have a standard
practice that they will not E-mail you for information.

Att achment s:

Beware of attachments you receive. |If you are not expecting an attachnent DO
NOT OPEN I T! Likewise if you use an Instant Messagi ng program do not accept
attachments without verifying their authenticity. Even if you know the
person sendi ng the message, there is no guarantee that their conputer has not
been conprom sed and is sending infected attachnments wi thout their know edge.
Attachnments can carry additional programs/virus's that are unwanted. By
opening an attachnent, you are giving it permnission to execute the code and

i nfect the machine.

Physi cal security:

Every tinme you | eave your desk you are | eaving your systemvulnerable to
anyone who passes by. Locking your screen is one of the easiest steps to
keep soneone off your computer. When you step away from your desk press the
“alt + ctrl + delete keys” and choose | ock conputer. You will need your

W ndows | ogin password or an admi ni strator account to unlock the conputer for
use. A way to autommte this step is to set your screen saver to require a
password when you return. |f you working in an area with other people |et



t hem know you are leaving and to keep an eye on your area. |f they see
soneone they do not know approach your conputer, have them stop that person
and see what they need. |Immediately report any suspicious activities to your
supervi sor or the ResNet staff.

Sensitive data:

In sonme cases the information you work with should not be disclosed to anyone
el se. In these cases you should take special care with the above
instructions. Al so you should be very careful with "Web Surfing" and make
sure that sites you are going to are sites you can trust. These sites are
ones you receive in docunentation froma conpany, that are recommended by
your departnment or the university, or by using another conputer connected to
the Internet to research the site.

Al ways use your resources:

The information provided here is just a snall sanple of conputer security.

If there is anything that you are unsure about or would |ike nore infornmation
pl ease contact ResNet. You may contact the ResNet Hel pdesk at 994-1929 or
you may send your question in an E-mail to resnet @ontana. edu



